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Install Linux Mint 
Preface 

As a trained computer scientist I am often asked by Windows users about Linux. Which distribution 
is the best to change? Is Linux really more secure than Windows and for whom is Linux suitable at 
all? Here I will answer some common questions with my personal opinion and try to shed more 
light on the darkness of the Linux world. I will deliberately keep this simple because I want to 
explain the installation routine of a well-known Linux distribution here. 

When we talk about Linux, we are basically talking about a computer core (kernel) developed by 
Linus Torvalds and licensed under an open source software model. This means that anyone can 
participate in the development of the kernel. What we see in most cases as an operating system 
(mostly with a graphical user interface) are the different distributions that build on this kernel. The 
distributions have different requirements. Some value a good design, others a good security 
technique. I personally use Elementary OS (for design and web), Linux Mint (IPFS, network) and 
Arch Linux. I have also been using Debian for a long time, but as I mentioned earlier, it always 
depends on the individual user. 

Many professional Linux users are of the mistaken opinion that it is best to start with Ubuntu. 
That's true, but unfortunately only from the point of view of a Linux user, because I have often 
experienced that users find it difficult to switch to the Unity and therefore quickly lose interest. 
Much better Linux Mint was accepted, because it resembles the (old) user interface of Windows. 
The task bar is at the bottom and in the lower left corner is the starter with which you open the 
menu. The design is ugly, yes. But it's not about winning the prize for the most beautiful flower 
pot. So I will explain the installation routine for Linux Mint here. First we have to download the 
current version and install it on a USB stick. 
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Install Linux Mint 


^ Menu m B O Install 


Welcome 


After starting the computer the welcome screen of Linux Mint appears. This already shows how our 
later desktop will look like. If you want to test the disitribution a little first, you are welcome to do 
so. But when you shut down your computer, all files you created will be deleted. Also pictures or 
texts. To install Linux Mint we double click on the small CD called . The window at 

the top will appear where we can set our language. 
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Continue 


English (US) 


English (US) 


Install 


Detect Keyboard Layout 
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English (US)-Cherokee 
English (US) - English (Colemak) 

English (US) - English (Dvorak) 

English (US) - English (Dvorak, alt. inti.) 

English (US) - English (Dvorak, inti., with dead keys) 
English (US) - English (Dvorak, left-handed) 

English (US) - English (Dvorak, right-handed) 


Install Linux Mint 


Keyboard layout 


Choose your keyboard layout: 
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English (Nigeria) 

English (South Africa) 

English (UK) 


Esperanto 

Estonian 

Faroese 

Type here to test your keyboard 


In the next step we come to the keyboard layout. There we can set the language for our 
keyboard. For German users please note that you have to select the German layout because there 
are no umlauts (a, u, 6, G) in the American/British layout. In addition, the key assignment is 
different and usually no longer matches the imprint of the individual hardware keys. 
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Install third-party software for graphics and Wi-Fi hardware, Flash, MP3 and other media 
This software is subject to license terms included with its documentation. Some is proprietary. 


e 
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Now we come to preparing to install linux mint where beside the text install third-party 
software for graphics and Wi-Fi hardware , Flash , MP3 and other media a small checkbox can be 
clicked. Since most software is released on Linux Minut under free licenses, this is an important 
question. Proper software is the exact opposite of what the Linux community is working for, 
because you can't see the source code and fix bugs yourself. This is a great freedom from Linux. 
Since most beginners are not interested in this and would rather use a stable (but insecure) 
operating system, you should check the box here. Sometimes you even have to, because an old 
laptop only works well with certain drivers. If you stay with Linux you should inform yourself later 
why this is only an emergency solution. 
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Install Now 


Installation type 


Install 


This computer currently has no detected operating systems. What would you like to do? 


O Erase disk and install Linux Mint 

Warning: This will delete all your programs, documents, photos, music, and any other files in all operating systems. 


Q Encrypt the new Linux Mint installation for security 
You will choose a security key in the next step. 

Q Use LVM with the new Linux Mint installation 

This will set up Logical Volume Management. It allows taking snapshots and easier partition resizing. 


Something else 

You can create or resize partitions yourself, or choose multiple partitions for Linux Mint. 


B Menu a m E | O Install 
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When selecting the installation type there are some things you have to explain. When we install 
a new operating system on a hard disk, (usually) everything on the disk is erased. There is also the 
possibility to install an operating system next to e.g. Windows 10, but I advise against that. In my 
experience, you should only use one operating system on one computer at a time. The item Erase 
disk and install Linux Mint has already been selected, because otherwise we cannot continue with 
the installation. Below there are still the points: Encrypt the new Linux Mint installation for security 
and use LVM with new Linux Mint installation. Even if this sounds quite complicated at first, I advise 
beginners to encrypt their hard disk. In my personal opinion, nobody (except the user) should have 
access to private data. 





Good password 


Install Now 


Install 


Menu B u *- E O Install 


Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each time the computer starts up. 
Any files outside of Linux Mint will not be encrypted. 


Choose a security key: 


Confirm the security key: •••••••••• >/ 

Warning: If you lose this security key, all data will be lost. If you need to, write down your key and keep it in a safe place elsewhere. 
For more security: Q Overwrite empty disk space 

The installation may take much longer. 


O 

Install Linux Mint 


Choose a security key: 


Choose a security key is also a point that is often skipped. Most users assign a weak password 
and wonder why their computer has been cracked by criminals after half a year. Yes, Linux Mint is 
more secure in many ways, but that's no panacea for using cheap passwords like i2345[admin] or 
. To the right of the text box you can see how good the password is. With overwrite 
empty disk space we set the small hook. This makes the installation take longer, but it also 
overwrites everything on the hard disk. 
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Install Linux Mint 


Choose a security key: 


Disk encryption protects your files in case you lose your computer. It requires you to enter a security key each time the computer starts up. 
Any files outside of Linux Mint will not be encrypted. 

Choose a security key: •••••••••• strong password 


Write the changes to disks? 

o 

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further changes manually. 

The following partitions are going to be formatted: 

LVM VG mint-vg, LV root as ext4 

LVM VG mint-vg, LV swap_1 as swap 

Go Back Continue 
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After the security key we get another hint, which informs us about the current state of the 
installation. Now the most important part is finished. 



At this point we enter where we are physically with our computer. From these data the correct date 
or time is calculated. But who works at night anyway or does not tend to pay attention to the 
current time can ignore this point. In my personal opinion there should be a digital time that does 
not depend on the technical hardware. It would solve many problems at the same time, e.g. the 
improvement of the failure protection of technical plants. 
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This screenshot should be self-explanatory, but I would like to give some hints. Please don't use 
real names, just choose an alias. Only you have to realize that you are cooiHacker42j I even prefer 
to use childish, kitschy and randomly generated hacker/Pimp/Superhero/DJ names. With a real 
name, attackers from outside have an additional vector to work with. I also advise against entering 
real information like brand, type or serial number in the computer name. This is all information that 
can be evaluated. Names that explain the real location of the computer are also not good. So 
garden laptop already says much too much about the device. I've already said enough about 
passwords above. We set the checkbox Require my password to log in to True. This costs a little 
more time when logging in, but also prevents occasional criminals from physically accessing your 
device, e.g. if you need to take your laptop with you to the office. Since the hard disk is already 
encrypted, I have read out the function Encrypt my home folder. But I haven't yet figured out if this 
really works for me. Following once again an example how not to do it. 


Your name: Michael Schmidt 

Your computer's name: MichaelSchmidtsAsusShinobeeLinuxMintWorkshopLaptop 

Pick a username: michel 

Choose a password: adminl234 

[x] Log in automaticually 
( ) Require my password to log in 
[ ] Encrypt my home folder 


You shouldn't laugh now, because I've seen similar data from a real user. 

















Welcome and thank you for choosing 
Linux Mint. This slideshow will show you 
around while the system is being 
installed on your computer. 


Welcome 


Welcome to Linux Mint 


Welcome to your new operating system! 


Documentation 


This welcome screen will guide you through your first steps, show you how to find help and where to get more 
information about Linux Mint. 


★ Contribute 


In the name of the development team and everyone involved in the project, we'd like to thank you for choosing 
Linux Mint. We hope you'll enjoy using it as much as we enjoy working on it. 


Have a great time and don’t hesitate to send us your feedback. 


Linux Mint 19 

Cinnamon 32-bit 
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Welcome to Linux Mint 


Home 


Install Linux Mint 
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Menu 


Now the actual installation of the operating system begins and this can take some time. It also 
depends on how fast your computer is. Things you should be aware of beforehand. With laptops 
you should make sure that the device is connected to the power supply with a mains adapter. If the 
battery would go empty with an installation, you would have to do the work again from the front. If 
possible, WLAN or a network cable (RJ45) should also be connected to the computer. After the 
basic installation Linux Mint wants to install a complete update again and the computer must be 
able to access the Software Sources. In case of an emergency install you can do this later. 


Welcome 


Home 


B3 '| V Welcome 


Menu 


This dialog appears after the complete installation until we have set the checkbox at Show dialog 
at startup to False. In the lower right corner there is a small blue sign. This signals us that the Linux 
Mint operating system must be updated. In most cases the Update Manager opens by itself, if this 
is not the case you can double-click on the blue sign with the mouse. 






Update Manager 
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File Edit View Help 


Clear SelectAll I Refresh I Install Updates 


Welcome to the Update Manager 

This tool provides your operating system with software and security updates. 


Security updates 

W Apply security updates to patch vulnerabilities and keep your computer 
V safe. 


lA* Software updates 

Apply software updates to fix bugs in your computer. 


© System snapshots 

Set up system snapshots to protect yourself from mistakes and 
regressions. If anything breaks simply restore the last snapshot. 


Linux Mint recommends to set up automated system snapshots and to apply all 
available updates. This way, your computer is always secure and you can go back in 
time and recover from any potential regression. 
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• Update Manager 
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The update manager explains its functions to us. These are the security and software updates 
and system snapshots. We click on the OK button and start the application. 


File Edit View Help 

Update Manager 

- o 
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Clear SelectAll Refresh 

Install Updates 



Please set up System Snapshots 

If something breaks, snapshots will allow you to restore your system to the previous working condition. 


Type Upgrade Name 

_ mintupdate 
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The Linux Mint Update Manager 
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Since updates in many cases change/improve basic functions of the kernel and operating system, 
it is advisable to create a snapshot beforehand with Timeshift. This way you can restore your data 
after a crash at a certain point in time. This is important for users who also have to work with the 
system professionally. We press the Ok button in the orange bar. 












Update Manager 
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File Edit View Help 


Clear Select All Refresh Install Updates 


Type Upgrade Name 


The Linux Mint Update Manager 


Authentication is required to run Timeshift as Administrator 

X An application is attempting to perform an action that requires privileges. 
Authentication is required to perform this action. 


Description Changel 


I Menu B ■ •- S3 ♦ Update Manager Authenticate 
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For each action we have to perform as administrator, we will be asked to enter our password. 
Actually you should have already set up a super user and assign him a new password. I omitted 
that here in favor of an easier entrance for beginners. But you should get to grips with the two 
topics as soon as possible in order to make your system more secure. 


File Edit View Help 


Update Manager 


Computer 
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Home 


Clear Select All 1 

Setup Wizard * O 

Type Upgrade Name 

Select Snapshot Type 

_ mintupdat 

“ The Linux \ 

O RSYNC BTRFS 


RSYNC Snapshots 


► Snapshots are created by creating copies of system files using rsync, 
and hard-linking unchanged files from previous snapshot. 


► All files are copied when first snapshot is created. Subsequent 
snapshots are incremental. Unchanged files will be hard-linked from 
the previous snapshot if available. 


► Snapshots can be saved to any disk formatted with a Linux file 
system. Saving snapshots to non-system or external disk allows the 
system to be restored even if system disk is damaged or re-formatted. 


► Files and directories can be excluded to save disk space. 

Description Changelog 



Previous Next Finish 
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With the possibility to make a snapshot I choose RSYNC in most cases, because I made the better 
experiences with it. We press the Finish button to create the snapshot. 



































Update Manager 


Select All 


Setup Wizard 


Finish 


Previous 


Description Changelog 
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Update Manager 


Type upgrede Name Estimating System Size 




At this point we have to wait a few minutes, who wants can just get a coffee. 


File Edit View Help 


Computer 


Description Changelog 


Update Manager 


Select Snapshot Location 

Disk 

Type 

Refresh 

Size Free N 

▼ □ WDC WD1600BEVT-2 ATA 


160 GB 

O sdal 

ext4 

738 MB 661 MB 

▼ sda5 

luks 

159 GB 

▼ dm-0 

Ivm2 

159 GB 

O dm-1 

ext4 

155 GB 149 GB | 


♦ Devices displayed above have Linux file systems. 

♦ Devices with Windows file systems are not supported (NTFS, FAT, etc). 

♦ Remote and network locations are not supported. 

♦ Snapshots are saved to Aimeshift on selected partition. Other locations 
are not supported. 
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We specify where in the file system our snapshot should be created. I haven't yet tested whether 
you can also specify an external hard disk as storage location. 





















Update Manager 
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Home 


File Edit View Help 

I Timeshift 

* O O m % C 

Create Restore Delete Browse Settings Wizard 

Snapshot System Tags Comments 
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W Update Manager 



To create a snapshot with Timeshift we just have to click on the create button in the upper left 
corner of the window. 



Computer 


Menu 


Create Reston 


J Synching files with rsync. 


Iib/firmware/wil6210.fw 


Cancel 


Q Menu B o «- B m W Update Manager Timeshift 


9 Timeshift 

Snapshots will b 


00:1731 remaining 


149,1 GB 

Available 

/dev/dm-1 


Update Manager 


Timeshift 


Create Snapshot 


Creating Snapshot... 


File and directory counts: 

No Change: 1 
Created: 3.803 
Deleted: 0 
Changed: 0 

Changed items: 

Checksum: 0 
Size: 0 
Timestamp: 0 
Permissions: 0 
Owner: 0 
Group: 0 


Snapshot 


The snapshot is created. As you can see on the screenshot it takes some time again (00:17:31). 
You should plan a whole day for the installation of an operating system. You can do something like 
this on a Sunday, if you watch a Twitch Stream or Netflix. 





















File Edit View Help 
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The snapshot has been taken and Timeshift is activated. Our first snapshot appears in the table. I 
recommend to take a look at the settings here as well. If you don't have that much memory you 
should separate the times of the snapshots. 
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Clear Select All Refresh 

Install Updates 

ta 

Type Upgrade Name 

New version 

Home 
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“ The Linux Mint Update Manager 
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-• Authenticate 
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Now we can finally install the mintupdate, for which we have to enter the password again. 






















Computer 


Update Manager 


O 


File Edit View Help 


Clear SelectAll Refresh Install Updates 


Q Do you want to switch to a local mirror? 

•=• Local mirrors are usually faster than packages.linuxmint.com. 


OK 

Type Upgrade Name 

New version 



o SZZ 

Description Changelog 


apparmor 

User-space parser utility for AppArmor 

bind9 

DNS lookup utility (deprecated) 

cups 

Common UNIX Printing System(tm) - PPD/driver support, web interface 

curl 

Command line tool for transferring data with URL syntax 

distro-info-data 

Information about the distributions’ releases (data files) 

exiv2 

EXIF/I PTC/XMP metadata manipulation library 

ffmpeg 


2.12-4ubuntu5.1 
1 :9.11.3+dfsg-1 ubuntul 2 
22.7-1 ubuntu2.1 
7.58.0-2ubuntu3.5 
0.37ubuntu02 
025-3.1 ubuntuO.18.04.1 
7:3.4.4-0ubuntu0.18.04.1 



170 updates selected (520MB) 
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After that the complete update must be installed. To start the download time, it is worthwhile to 
choose a local mirror. This will reduce the download time considerably. Even in 2018 it still makes a 
difference if you download a file from Australia or from your home country. 


File Edit View Help 


Update Manager 


Software Sources 


Main(tara) ■ http://packages.linuxmint.com 



Base (bionic) SB http://archive.ubuntu.com/ubuntu 


Additional repositories 


Optional components 

Warning: Unstable packages can introduce regressions and negatively impact your system. 
Please do not enable these options in Linux Mint unless It was suggested by the 


Authentication keys development team. 

Unstable packages (romeo) 


Enable source code repositories 


Restore the default settings 


170 updates selected (520MB) 
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There's a lot to keep in mind with the mirrors. You should always choose a server from your own 
home. This prevents your downloads from being moved across political borders. I'd rather be a 
little more careful than ten years ago. Whether that really brings something I can only assume 
however. 
































Computer 


Update Manager 





Home 



Install Uodates 


170 updates selected (520MB) 


Software Sources 


Clear Select All Refresh 



Select a mirror 

- , o 

Country 

URL 

Speed -*• 


NLUUG 

637 kB/s 


■ 

NetCologne GmbH 

592 kB/s 


■ 

LWLcom 

584 kB/s 


II 

Gwendal Le Bihan 

469 kB/s 

fci 

CZ.NIC 

466 kB/s 

— 

UPC Austria 

463 kB/s 

II 

Layerjet Solutions Open Source Mirror Service 

456 kB/s 

s 

Funkfreunde Landshut e.V. 

455 kB/s 

■ 

WRZ 

431 kB/s 

1 - 

RWTH Aachen University 

423 kB/s 



KoDDoS 

410 kB/s 

■ 

Hochschule Esslingen University of Applied Sciences 

379 kB/s 

■ 

wilhelm.tel GmbH 

350 kB/s 


Cancel Apply 


)ur system, 
ed by the 




9 Update Manager 
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After we've selected our mirrors, the download begins. When the download is finished, the window 
closes automatically and you can sit the first time correctly on Linux Mint. All in all there is a lot to 
discover and you are confronted with a steep learning curve, but even for beginners this is not 
impossible. We all started small and then had to work our way up. I wish you a lot of fun with your 
new operating system and welcome you to the Linux community. 






















